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DETAILED ACTION 

1. Claims 1-6 have been examined. 

Claim Objections 

2. Claim 3 is objected to because of the following informalities: Claim 3 recites, "... 
without being performed any routing process" the claim language is confusing. 
Appropriate correction is required. 

Claim Rejections - 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

4. Claims 1-4 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. Claim 1 recites, "...an encrypting process and a 
decrypting process on data to terminate encryption-based security between the 
encryption apparatus and the communications terminal having the encrypting 

capability". The claim language reads as both the encrypting and decrypting process 

■ 

terminate encryption-based security, it is unclear how an encrypting process terminates 



♦ 
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encryption-based security. Applicant might have intended only the decrypting process is 
used to terminate encryption-based security between the two devices. 

5. Claims 2-4 are also rejected for being dependent on a rejected claim. 

Claim Rejections - 35 USC § 102 

m 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

7. Claims 1-6 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Yamaguchi et al. (hereinafter Yamaguchi) US Patent Number 5,604,807. 

As per claim 1: 

Yamaguchi teaches a central encryption management system, comprising: 

a plurality of communications terminals for performing data communications; 
(Figure 12, items 53 and 55) 

an encryption apparatus which can be connected between the plurality of 
communications terminals; (Figure 12, item 54) 

the apparatus including encryption/decryption means for performing an 
encrypting process and a decrypting process on data to terminate encryption-based 
. security between the encryption apparatus and the communications terminal having the 
encrypting capability; (Figure 12, item 76)and 
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a manager terminal for inputting various information for controlling encrypted- 
data communications into each of the encryption apparatus and the communications 
terminals remotely from the manager terminal over a network, so that settings for the 
encrypted data communications on each of the apparatus and the terminals are 
completed, wherein the various information includes at least one of the 
presence/absence of the encrypting/decrypting process, the communicability indicating 
that a packet is discarded between specific terminals, the encryption level, the time 
period for the encryption, the encryption policy for each division; (Figure 12, item 51 ; 
Figure 13; col. 3, line 62-col. 4, line 20; col. 12, lines 50-64; col. 13, line 60-col. 14, line 
12) 

wherein the plurality of communications terminals, the manager terminal, and the 
encryption apparatus are connected via a cable or wireless network, (figure 12, item 52) 
As per claim 2: 

Yamaguchi further discloses a central encryption management system wherein 
the encryption/decryption means performs the encrypting process and the decrypting 
process on data, so that the encryption apparatus receives and retransmits data in the 
form of encrypted data from and to the communications terminal having the encrypting 
capability, and the encryption apparatus receives and retransmits the data in the form of 
non-encrypted data from and to the communications terminal having no encrypting 
capability, (col. 12, lines 50-64) 
As per claim 3: 
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Yamaguchi further discloses a central encryption management system wherein 
the encryption apparatus further includes bridge means for allowing data, which has 
been received with one of the plurality of ports of the encryption apparatus and then on 
which the encrypting or decrypting process has been performed, to be outputted as it is 
from another port without being performed any routing process, (col. 12, lines 50-64) 
As per claims 4 and 6: 

Yamaguchi further discloses a central encryption management system wherein 
the encryption apparatus further includes setting information storage means for storing 
the information inputted from the manager terminal, in which the inputted information is 
used when controlling the encrypting process and the decrypting process, and the 
encryption apparatus controls the encrypting process and the decrypting process by 
comparing the information stored in the setting information storage means with header 
information of a data packet of the data received with one of the plurality of ports, (col. 
11, line 44-col. 12, line 45) 
As per claim 5: 

Yamaguchi teaches a central encryption management system, comprising: 
a plurality of communications terminals for performing data communications; 
(Figure 12, items 53 and 55) 

an encryption apparatus having a plurality of ports which can be connected 
between the plurality of communications terminals, in which the encryption apparatus 
performs encrypting or decrypting process on data which has been received with one of 
the plurality of ports and then which has passed through a data link layer and a physical 
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layer, and the encryption apparatus outputs the encrypted or decrypted data from 
another port through a data link layer and a physical layer without passing said data to a 
network layer in which routing between networks is controlled; (Figure 12, item 54; col. 
3, line 62-col. 4, line 20; col. 11, lines 17-52; col. 12, lines 50-64; col. 13, line 60-col. 14, 
line 12) and 

a manager terminal for inputting various information for controlling encrypted- 
data communications into each of the encryption apparatus and the communications 
terminals remotely from the manager terminal over a network, so that a setting of each 
of the apparatus and terminals for communicating encrypted data is completed, wherein 
the various information includes at least one of the presence/absence of the 
encrypting/decrypting process, the communicability indicating that a packet is discarded 
between specific terminals, the encryption level, the time period for the encryption, the 
encryption policy for each division; (Figure 12, item 51; Figure 13; col. 3, line 62-col. 4, 
line 20; col. 12, lines 50-64; col. 13, line 60-col. 14, line 12) 

wherein the plurality of communications terminals, the encryption apparatus, and 
the manager terminal are connected via a cable or wireless network, (figure 12, item 52) 
Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272- 
4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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